
Group 1



 Personally Identifiable Information (PII): 

 Guest names, mailing addresses, phone numbers, email 
addresses, passport numbers, Starwood preferred Guest 
account information, dates of birth, gender , arrival and 
departure information, reservation dates and communication departure information, reservation dates and communication 
preferences

 In some cases encrypted payment card numbers and 
expiration dates.



 Hackers gained unauthorized access to the Starwood network
in 2014.

 Typical example of an Advanced Persistent Threat (APT).

 The attacker copied and encrypted information and took
steps to delete the data.steps to delete the data.

 An article by New York Times attributed the attack to a 
Chinese intelligence group seeking to gather data on US 
citizens (The New York Times Company, 2021).



 Yes, on September 8, 2018, Marriot received an alert from an internal security tool
regarding an attempt to access the Starwood guest reservation database.

 Marriot engaged security experts to determine what occured.

 Two tools were used by hackers to take control of the administrator account: 
 Remote Access Trojana (RAT) 
 MimiKatz - Tool for sniffing username/ password combinations in system memory

(Fruhlinger, 2020)

 Containment and access control measures were implemented (Sorenson, 2019)

 The system was retired in December 18 2018.

 Marriot carried out an investigation assisted by security experts following the breach 
and announced plans to phase out Starwood systems and accelerate security 
enhancements to its network.



 Yes, consequently ICO has fined Marriot International £ 18.4 
million for failing millions of customers’ personal data secure 
(ICO, 2020)

 Yes, furthermore a website was setup to determine if a 
specific client‘s information was breached (Sorenson, 2019).



 The company was eventually fined £18.4 million (reduced 
from £99 million) by UK data governing body the Information 
Commissioner's Office (ICO) in 2020 for failing to keep more 
than 500 million customers’ personal data secure.than 500 million customers’ personal data secure.
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